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§ 12A:1  Introduction
This chapter examines the federal, state, and foreign data privacy 

laws that are most relevant to financial technology (fintech) compa-
nies operating primarily in the United States—whether they are estab-
lished companies or startups that are changing how financial services 
are delivered and consumed through new applications, data analytics, 
or other emerging technologies—and what those companies must do 
according to these laws to protect the privacy of their consumer’s 
financial information. As described herein, the business operations 
of fintech companies—including the location of their customers—are 
critical factors in determining whether and how these laws apply. And 
because fintech companies by definition use information technology 
to provide their financial services, concepts of information security, 
cybersecurity, and business continuity oftentimes go hand- in- hand 
with their data privacy obligations.

§ 12A:2  Regulation P (Privacy Rule)
Regulation P (also referred to as the Privacy Rule) is one of the 

main consumer privacy obligations that fintech companies must 
follow. The Consumer Financial Protection Bureau (CFPB) issued 
Regulation P to further implement the privacy requirements of the 
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Gramm- Leach- Bliley Act (GLBA) that were initially promulgated by 
the Federal Trade Commission (FTC). These requirements apply to 
depository and nonbank financial institutions involving consumer 
financial products or services, including fintech companies.1 Because 
fintech companies oftentimes are part of a larger financial services 
organization and subject to that organization’s enterprise risk man-
agement program, it is important to understand that Regulation P is 
nearly identical to the other privacy rules that the federal banking 
regulators and the Securities and Exchange Commission (SEC) also 
issued pursuant to the GLBA.2

Regulation P requires fintech companies and other financial insti-
tutions to undertake two main compliance obligations:3

• Provide notices to individual consumers regarding the compa-
ny’s privacy policies and practices; and

• Allow consumers the ability to opt out of disclosures of their 
nonpublic personal information.

Although the CFPB and FTC each have authority to pursue enforce-
ment actions for violations of Regulation P (as described below), the 
GLBA did not create a private right of action for consumers to pursue 
Regulation P violations against financial institutions.4

§ 12A:2.1  Who Must Comply with Regulation P?
Regulation P applies to all financial institutions, including fintech 

companies, that operate in the United States to the extent they are 
not already regulated by the federal banking regulators or SEC and 
regardless of whether their customers are U.S. or foreign individu-
als. Because Regulation P broadly defines “financial institution” to 
include any company engaging in business activities that are finan-
cial in nature or incidental to such financial activities as determined 
by section 4(k) of the Bank Holding Company Act of 1956, it generally 

 1. 12 C.F.R. § 1016 et seq.
 2. For the sake of simplicity, this chapter will focus on the privacy regula-

tions of the FTC and CFPB and will not cover the parallel regulations 
promulgated by the other federal functional regulators.

 3. As discussed later, the FTC issued the Safeguards Rule that requires 
a third important compliance obligation. It should also be noted that 
the FTC often enforces violations of consumer privacy rights through 
section 5 of the FTC Act for unfair and deceptive acts and practices 
affecting commerce.

 4. See Dunmire v. Morgan Stanley DW, Inc., 475 F.3d 956, 960 (8th Cir. 
2007) (“No private right of action exists for an alleged violation of  
the GLBA.”).
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applies to fintech companies if they are not already covered by the 
privacy regulation of a federal functional regulator.

To highlight the far- reaching nature of the regulation, the FTC 
has repeatedly cautioned various fintech companies that they may in 
fact be covered by the GLBA and Regulation P, warning: “The scope 
of the statute extends beyond businesses with tellers, vaults, and ball-
point pens chained to the table.”5 Indeed, the examples of customer 
relationships set forth in Regulation P—including (i) holding deposit, 
credit, or investment accounts; (ii) providing loans or leases; (iii) sell-
ing insurance products; (iv) brokering mortgages; and (v) providing 
real estate settlement services or financial, investment, tax, or eco-
nomic advisory services—illustrate just how many different types 
of business activities fall under this broad definition.6 And the FTC 
frequently relies on the CFPB’s Regulation Y to justify jurisdiction 
over fintech companies that it alleges are engaged in financial activ-
ity through data processing, storage, and transmission of financial 
information.7

§ 12A:2.2  What Information Is Protected by 
Regulation P?

Regulation P applies to consumer information, namely nonpublic 
personal information (as described below), and defines “consumers” 
as individuals who seek to obtain, or have obtained, a financial prod-
uct or service primarily for personal, family, or household purposes.8 
According to this definition, Regulation P protects the information 
of individuals even if they do not enter into an agreement with or 
otherwise receive financial services from the financial institution.  
A subgroup of “consumers” are “customers,” who are defined as con-
sumers who have a “continuing relationship” with the financial insti-
tution.9 In some instances, even a single transaction can support the 
formation of a customer relationship if it establishes an expectation 

 5. FTC Release, Venmo Settlement Addresses Availability of Funds, Privacy 
Practices, and GLB (Feb. 27, 2018) [hereinafter Venmo Release].

 6. 12 C.F.R. § 1016.3(j).
 7. 12 C.F.R. § 225.28(b)(14); see also FTC Complaint, In the Matter of 

Ascension Data & Analytics, LLC (Dec. 15, 2020) [hereinafter Ascension 
Complaint] (alleging that “data processing” is a financial activity that 
qualifies a company as a financial institution for purposes of the GLBA); 
FTC Complaint, In the Matter of LightYear Dealer Technologies, LLC, 
d/b/a DealerBuilt (June 12, 2019) [hereinafter DealerBuilt Complaint] 
(same); FTC Complaint, In the Matter of Paypal, Inc. (May 23, 2018) 
[hereinafter Venmo Complaint] (same); FTC Complaint, In the Matter of 
TaxSlayer, LLC (Aug. 29, 2017) [hereinafter TaxSlayer Complaint] (same).

 8. 12 C.F.R. § 1016.3(e)(1)–(2).
 9. 12 C.F.R. § 1016.3(i)–(j).
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of continued service, and such a relationship may exist even where 
there is no written agreement. Regulation P does not similarly apply 
to entity information.10

[A]  Nonpublic Personal Information
According to Regulation P, nonpublic personal information is 

composed of personally identifiable financial information and any 
compilation of such information that contains that information.11 
Personally identifiable financial information is any information col-
lected by a financial institution about a consumer in connection with 
providing a financial product or service,12 including, among other 
things:13

• Name, phone number, address, income, bank account infor-
mation, and other information provided by the consumer 
during the onboarding process;

• Account information, financial product transactions, and other 
information about the customer that results from any trans-
action conducted by the financial institution involving a 
financial product or service;

• Credit reports, background checks, and other information 
about the customer obtained by the financial institution in 
connection with providing a financial product or service;

• Generally any information indicating that an individual has 
been a consumer or customer of the financial institution; and

• Any information collected through an internet cookie.

As mentioned above, nonpublic personal information also includes 
any compilation of personally identifiable financial information—in 
the aggregate or otherwise—that includes or reflects such personally 
identifiable financial information. For example, a customer list is 
nonpublic personal information that is protected by Regulation P.

[B]  Publicly Available Information
Regulation P does not apply to publicly available information 

that a financial institution reasonably believes is lawfully made 
available to the general public from (1) official government records, 
(2) widely distributed media (for example, telephone books, radio or 
television broadcasts, newspapers), or (3) regulatory filings and other 

 10. 12 C.F.R. § 1016.3(e)(1).
 11. 12 C.F.R. § 1016.3(p)(1)–(3).
 12. 12 C.F.R. § 1016.3(q)(1).
 13. 12 C.F.R. § 1016.3(q)(2).
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